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ABSTRACT  

 This project presents quantum key distribution protocols (QKDPs) to 

safeguard security in networks, ushering in new directions in classical cryptography 

and quantum cryptography. Quantum key Distribution Protocol (QKDP) has the 

advantage that no public key certification is needed when used in a mobile ad-hoc 

network (MANET). However, Existed QKDP normally needs a centralized server for 

issuing private keys for different identities. We give a protocol distributing this task 

among all users, which include the following Security against such attacks as man-in-

the-middle, eavesdropping and replay. Efficiency is improved as the proposed 

protocols contain the fewest number of Communication rounds among existing 

QKDPs thus eliminating the need of a centralized server in IBC for use in MANETs. 

 

KEYWORDS: Session Key, QKDP, MANET, IBC, PKG. 

INTRODUCTION 

       A mobile ad hoc network (MANET) is an autonomous system of mobile 

nodes. The nodes are free to move arbitrarily. Due to lack of a centralized secure 

infrastructure, the communication is prone to security attacks and the nodes can be 

easily compromised. The original idea of MANET started out in the early1970s.  It 

generally work by broadcasting the information and use air as medium ,these help 

attacker ,whose intention is to spy or disrupt the network, However, the main problem 

of adopting IBC in MANETs is that a centralized server is needed as the PKG, which 

violates the self-organization nature of a MANET. Nodes in a MANET usually 

belong to different users, implying difficulty in finding a trusted server to issue user 

private keys.  
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The PKG task must be distributed among all users. We give a protocol for this, 

thus increasing the usability of IBC for MANETS. IN Identity-Based Cryptography 

(IBC), the public key of each user is derived from his identity which could be an 

arbitrary string. Each user needs to obtain from a server called private key generator 

(PKG) his private key for his identity. To encrypt a message for a user, only his 

identity and the PKG’s public key are needed and no public key certification is 

needed. The PKG can be seen as an admission agent for an ad hoc group.  

When used in mobile ad hoc networks (MANETs), IBC has clear advantage 

over standard public key schemes in that others can send a message to an 

authenticated user without interaction or pre-arrangement (assuming the PKG’s public 

key is universally known) — that is, non-interactive session key setup — which is a 

desired property when only a unidirectional channel exists between two nodes or 

accessing the certification authority (CA) is impossible; in standard public key 

schemes, users need to obtain the public key certificate from the recipient or the 

server. However, the main problem of adopting IBC in MANETs is that a centralized 

server is needed as the PKG, which violates the self-organization nature of a MANET.  

Nodes in a MANET usually belong to different users, implying difficulty in 

finding a trusted server to issue user private keys. The PKG task must be distributed 

among all users. We give a protocol for this, thus increasing the usability of IBC for 

MANETS. When users have no prior trust established, it would be tempting to use 

group key agreement to obtain a group key as the initial trust. However, the key 

agreement process needs to be conducted again whenever members join or leave the 

group and this rekeying process is not efficient in MANET and in most cases cannot 

survive or tolerate its changing topology. On the other hand, pre-computing all the 

group keys using key agreement is not feasible due to the huge key storage 

requirement. 

RELATED WORKS 

 Identity-Based Encryption from the Weil Pairing Since the problem 

was posed in 1984 there have been several proposals for IBE schemes Other solutions 

require the PKG to spend a long time for each private key generation request. Some 

solutions require tamper resistant hardware. It is fair to say that until the results in 

constructing a usable IBE system was an open problem. Interestingly, the related 

notions of identity-based signature and authentication schemes, also introduced by 
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Shamir, do have satisfactory solutions [1][2] Threshold and Identity-based Key 

Management and Authentication for Wireless Ad Hoc Networks Although their 

approach could provide strong security, performing a digital signature on every 

routing packet could lead to a performance bottleneck on both the bandwidth and the 

computation. 

 [3] Provably Secure 3 Party Authenticated Key distributions Protocol KEY 

distribution protocols are used to facilitate sharing secret session keys between users 

on communication networks. By using these shared session keys, secure 

communication is possible on insecure public networks. However, various security 

problems exist in poorly designed key distribution protocols; for example, a malicious 

attacker may derive the session key from the key distribution process. A legitimate 

participant cannot ensure that the received session key is correct or fresh and a 

legitimate participant cannot confirm the identity of the other participant. Designing 

secure key distribution protocols in communication security is a top priority. In some 

key distribution protocols, two users obtain a shared session key via a trusted center 

(TC). Since three parties (two users and one TC) are involved in session key 

negotiations, these protocols are called three-party key distribution protocols, as in 

contrast with two-party protocols where only the sender and receiver are involved in 

session key negotiations.  

In classical cryptography, three party key distribution protocols utilize 

challenge response mechanisms or timestamps to prevent replay attacks. However, 

challenge response mechanisms require at least two communication rounds between 

the TC and participants, and the timestamp approach needs the assumption of clock 

synchronization which is not practical in distributed systems (due to the unpredictable 

nature of network delays and potential hostile attacks) . Furthermore, classical 

cryptography cannot detect the existence of passive attacks such as eavesdropping. On 

the contrary, a quantum channel eliminates eavesdropping, and, therefore, replay 

attacks. This fact can then be used to reduce the number of rounds of other protocols 

based on challenge-response mechanisms to a trusted center (and not only three-party 

authenticated key distribution protocols). Key distribution protocols employ quantum 

mechanisms to distribute session keys and public discussions to check for 

eavesdroppers and verify the correctness of a session key .However, public 

discussions require additional communication rounds between a sender and receiver 
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and cost precious qubits. By contrast, classical cryptography provides convenient 

techniques that enable efficient key verification and user authentication. 

[4] Three important theoretical designs have been proposed. Bennett and 

Brassard employed the uncertainty of quantum measurement1 and four qubit states to 

distribute a session key securely between legitimate participants. Bennett utilized two 

non orthogonal qubit states to establish a session key between legitimate users. Ekert 

presented a QKDP. Based on Einstein-Podolsky- Rosen (EPR) pairs which requires 

quantum memories to preserve qubits of legitimate users. Although allow legitimate 

participants to establish a session key without initially sharing secret keys and do not 

need a TC, their security is based on the assumption of well authenticated 

participants.  

In other words, without this assumption, these protocols can suffer man-in-the-

middle attacks. Hwang et al. proposed a modified quantum cryptography protocol that 

requires every pair of participants to preshare a secret key (a similar idea that is this 

work) for measuring bases selection. However, the participants have to perform 

public discussions to verify session key correctness. A three-party QKDP proposed in 

requires that the TC and each participant preshare a sequence of EPR pairs rather than 

a secret key. Consequently, EPR pairs are measured and consumed, and need to be 

reconstructed by the TC and a participant after on QKDP execution. [5] In IBE 

schemes, key escrow is “inherent” because the PKG knows the private key of each 

user. Even in the hierarchical scheme of Horwitz and Lynn, every ancestor of a given 

user in the hierarchy knows that user’s private key. Although this key escrow property 

may be useful in some contexts, it is certainly not desirable for all applications. 

 In our HIDE scheme, since the private point of a user depends on a secret 

number known only to the parent of that user, no ancestor other than the parent may 

compute the user’s particular private point. However, the user’s ancestors can still 

decrypt the user’s mail; they may simply compute a different (but equally effective) 

private key for the user based on different lower-level Q-values. Using these different 

Q-values, they may also forge the user’s signature. In this section, we discuss how 

Dual-HIDE and/or key agreement protocols can be used to restrict this key escrow 

property. Here, there is no session key escrow. However, there is still an attack 

scenario: an ancestor of Alice and an ancestor of Bob could collude to mount a man-

in-the-middle attack. This attack has an analogue in PKI: CAs could collude in a 
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similar way. Dual-HIDE can be used in combination with key agreement to minimize 

the possible scope of such collusion among ancestors. 

 [6] The most significant papers on identity based encryption are by Shamir 

and Boneh and franklin. shamir proposed that a receiver s public key calculated 

mathematically from their identity. The key server calculates the private key. The IBE 

algorithm removes the need for public key queries or certificates. However, while 

Shamir constructed an identity based signature (IBS) scheme he was unable to 

construct an IBE scheme. In Boneh and Franklin solved this mathematical problem 

and constructed the first practical implementation of the IBE system. While Boneh 

and Franklins implementation is perhaps the most well known. There are in fact 

multiple implementations of the IBE system. Baek, N ewmarch, safavi and susilo 

point out that many IBE schemes are based on the bilinear Diffie-Hellman (BDH) 

assumption. BDH is a computational hardness assumption that is used to prove the 

security of cryptographic systems. Cha and Cheon have devised an IBS scheme based 

on bilinear pairing. Other schemes similar to Ibe include a certificate – Based 

Encryption (CBE) scheme, where a user needs both a private key and up to date 

certificate from a CA and the public key Encryption with keyword search (PEKS) 

where the body of the encrypted data contains a keyword so that, for example an 

email gateway can test for this keyword without reading the rest of the message.  

One disadvantage of IBE is that the private key generator (PKG) has a 

demanding task in a large network. Gagne also cites the Hierarchical ID-based 

Encryption (HIBE) scheme. With the Hierarchical ID-based encryption scheme, 

however, a hierarchy of PKG is used. Under this scheme, PKG s only computer 

private keys for entities immediately below them in the hierarchy Encryption schemes 

where data can be broadcast efficiently to a dynamic group of users authorized to 

receive the data. Finally Boneh and Boyen outline the role HIBE can play in 

encrypting to the future where a trusted server publishes the private key 

corresponding to a particular day, thus enabling all messages encrypted for that day to 

be decrypted. Boneh and Hamburg proposes Generalized Identity Based and 

Broadcast Encryption scheme (GIBE) where different encryption properties can be 

combined using a product rule. This enables the construction of encryption schemes 

with multiple properties. For example a multi authority forward-secure broadcast 

encryption system can be derived using this product rule. 
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Boneh and Hamburg also outline a spatial encryption system, a specific 

instance of GIBE which enables the construction of encryption system with specific 

properties. Goyal introduces the concept of accountable authority identity based 

encryption, which attempts to overcome the key escrow problem inherent in IBE. 

Simply put a PKG has to be completely trusted as it is able to compute the private key 

corresponding to any identity. Goyal cites an argument that for this reason BE is still 

restricted to small closed groups where a trusted central authority is available. On the 

other hand, under the scheme proposed by Goyal a user gets the decryption from the 

PKG using a secure key generation protocol. Under this scheme the PKG has no 

knowledge of the key the user obtained .Ho Au Huang Liu, susilo, Wong and Yang 

extend the concept of AIBE by having the PKG s master key retrieved automatically 

if more than one user secret key are released thus providing the user with concrete 

proof of misbehaviour on the part of the PKG. 

 [7] MANET is vulnerable to attacks such as Black Hole Attack, Grey Hole 

Attack; a Wireless Ad- Hoc network may be unprotected against attacks by malicious 

nodes due to security vulnerabilities. Many mechanisms have been proposed to 

overcome the Black Hole Attack. A malicious node send Route Response (RREP) 

incorrectly of having route to destination with minimum hop count and when sender 

sends the data packet to this malicious node, it drops all the packet in the network. In 

watchdog when a node forwards a packet, the node’s watchdog verifies that the next 

node in the path also forwards the packet by promiscuously listening to the next 

node’s transmissions. If the watchdog finds the next node does not forward the packet 

during a predefined threshold time, the watchdog will accuse the next node as a 

malicious node to the source node; The proposal has two shortcomings: 1) to monitor 

the behavior of nodes two or more hops away, one node has to trust the information 

from other nodes, which introduces the vulnerability that good nodes may be 

bypassed by malicious accusation; 2) The watchdog cannot differentiate the 

misbehavior from the ambiguous collisions, receiver collisions, controlled 

transmission power, collusion, false misbehavior and partial dropping. 

 [8] One drawback for the secret sharing scheme is that too many entities 

communicate the secret at the same time. [9] Classification of Attacks on MANETs 

Flooding, Black Hole, Grey Hole. Worm Hole, Link Spoofing, Traffic Jamming, 

Eavesdropping Session hijacking In paper [10] However, the main problem of 

adopting IBC in MANETs is that a centralized server is needed as the PKG, which 
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violates the self-organization nature of a MANET. Nodes in a MANET usually 

belong to different users, implying difficulty in finding a trusted server to issue user 

private keys. The PKG task must be distributed among all users. We give a protocol 

for this, thus increasing the usability of IBC for MANETS  

In paper [11] In quantum cryptography, quantum key distribution protocols 

(QKDPs) employ to distribute session keys and public discussions to check for 

eavesdroppers and verify the correctness of a session key. However, public 

discussions require additional communication rounds between a sender and receiver 

and cost precious. This section presents a implicit user authentication, which ensures 

that confidentiality is only possible for legitimate users and mutual authentication is 

achieved only after secure communication using the public key. The proposed QKDPs 

are executed purely, and this work does not consider errors caused by environmental noise. 

 

EXISTED SYSTEM 

When used in mobile ad hoc networks (MANETs), IBC has clear advantage 

over standard public key schemes in that others can send a message to an 

authenticated user without interaction or pre-arrangement (assuming the PKG’s public 

key is universally known) — that is, non-interactive session key setup — which is a 

desired property when only a unidirectional channel exists between two nodes or 

accessing the certification authority (CA) is impossible; in standard public key 

schemes, users need to obtain the public key certificate from the recipient or the 

server. However, the main problem of adopting IBC in MANETs is that a centralized 

server is needed as the PKG, which violates the self-organization nature of a 

MANET. Nodes in a MANET usually belong to different users, implying difficulty in 

finding a trusted server to issue user private keys. 

 

PROPOSED SYSTEM 

 The PKG task must be distributed among all users. We give a protocol for this, 

thus increasing the usability of IBC for MANETS. When users have no prior trust 

established, it would be tempting to use group key agreement to obtain a group key as 

the initial trust. However, the key agreement process needs to be conducted again 

whenever members join or leave the group and this rekeying process is not efficient in 

MANET and in most cases cannot survive or tolerate its changing topology. On the 

other hand, pre-computing all the group keys using key agreement is not feasible due 
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to the huge key storage requirement. Distributing the public key certification task 

among users is convenient. 

 

ARCHITECTURE 

Notation 

R: The rectilinear, basis polarised with two orthogonal directions,|0> and |1>. 

D: The diagonal basis, polarised with two orthogonal directions n, 1/√2(|0> + |1>|) 

1√2(|0> - |1>). 

Ui: The K bit identity of a participant. In this paper, we denote UA as the identity of 

Alice, UB as the identity of Bob, and U as a no fixed participant. 

h (.) : The one-way hash function. The mapping of h (.) is {0,1}* −> {0,1}^m rTU: 

An l-bit random string chosen by the TC. 

KTU: The n-bit secret key shared between the TC and a participant, such that KTA is 

the secret key shared between the TC and Alice. It should be noted that n = l + m. 

SK: The u-bit session key shared between legitimate participants in 3AQKDP. It 

should be noted that m = u + 2k. 

Notice that the bases R and D, the identity Ui, and the one-way hash function h (.)  

Are public known parameters 

This section describes the details of the 3AQKDP by using the notations defined in 

previous sections. Here, we assume that every participant shares a secret key with the 

TC in advance either by direct contact or by other ways. 

Setup Phase 

Let Alice and Bob be two users who would like to establish a session key: 

KTU is the secret key shared between TC and user U.  

Bit sequence in KTU is treated as the measuring bases between user U and the TC. 

 If (KTU)i = 0, the basis D is chosen; otherwise, the basis R. Notice that (KTU)i 

denotes the ith bit of the secret key KTU. 

 

Key Distribution Phase 

The following describes the details of key distribution phase (see also Fig. 1). Assume 

that the TC has been notified to start the 3AQKDP with Alice and Bob. TC and the 

users have to perform the 3AQKDP as follows 
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TC: 

The TC creates the qubits, QTA, based on (rTA||RTA)i and (KTA)i for Alice where i 

= 1; 2; . . . ; n and (rTA||RTA)i denotes the ith bit of the concatenation  rTA||RTA.  

If (rTA||RTA)i = 0; (KTA)i = 0, then (QTA)i is 1/√2(|0>+|1>). 

If (rTA||RTA)i=1, (KTA)i=0, then (QTA)i is 1/√2(|0>-|1>). 

If (rTA ||RTA)i=0, (KTA)i=1, then (QTA)i is |0>. 

If (rTA||RTA)i=1, (KTA)i=1, then (QTA)i is|1>. 

TC then sends QTA to Alice. TC creates qubits QTB in the same way for Bob. 

RSA Algorithm: 

Start 

Choose two distinct prime numbers p and q. 

Compute n = pq 

Compute φ (n) = φ (p) φ (q) = (p − 1) (q − 1), where φ is Euler's quotient function 

Choose an integer e such that 1 < e < φ (n) and gcd (e, φ(n)) = 1; i.e. e and φ(n) are 

co-prime 

Determine d as d−1 ≡ e (mod φ (n)), i.e., d is the multiplicative inverse of e (modulo φ 

(n)) 
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Encryption 

 C=m^e (mod n) 

Decryption 

 m =c^d (mod n) 

End 

SECURITY ANALYSIS 

The security of the share ݈݅ݓ of the PKG’s private key ݔ held by a founding 

member ݈ܲ݅ is assured in the process of TPKE, since each ݈݅ߪ would not leak out ݈݅ݓ 

due to the difficulty to compute discrete logarithm in the group ॳ1 as implied by the 

hardness assumption of the CBDH problem. The hardness of the discrete logarithm 

problem also ensure that a non-founding member cannot use the shares obtained from 

the founding members for his private key (ܦܫ)ܪݔ to obtain any share of ݔ. The secret 

sharing scheme assures that at least ݐ founding members are needed to construct the 

PKG secret key ݔ or issue a valid secret key for a given identity ܦܫ. The hardness of 

the discrete logarithm problem ensures that no founding member could cheat or obtain 

more share or information of ݔ than other founding members from the exchanges 

messages including ݇݅ܣ. 

 

CONCLUSION 

Self-organization and distributed trust is the main objective of any key/trust 

management scheme for MANETs. Even though identity based cryptography has the 

advantage that is particularly suitable for unidirectional channels in MANETs, the 

necessity of a trusted server for private key generation is a great limitation. In this 

article, a construction for establishing initial trust in a distributed manner is given — a 

distributed private key generator for IBC based on Feldman’s verifiable secret sharing 

scheme. This would considerably increase the Usability of IBC for MANETs. 
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