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ABSTRACT 

The prevalence of Wireless Sensor Networks (WSNs) grows in the military 

and civil domains need for network security has become a critical concern. In a Sybil 

attack, the WSN is subverted by a malicious node which forges a large number of 

fake identities in order to disrupt the network’s protocols. Security of Wireless sensor 

networks is one of the major issues many routing attacks on wireless sensor networks 

are present. This paper focuses on Sybil method and its detection. When a node 

illegitimately claims multiple identities or claims fake id, is called Sybil attack. An 

algorithm is proposed to detect the Sybil attack through On Demand Distance Vector 

based algorithm. 

KEYWORDS: AODV, Sybil Attack, Wireless Sensor Networks, Security. 

 

 INTRODUCTION  
 

Recent advances in wireless communication technologies and the manufacture 

of inexpensive Wireless devices have led to the introduction of low-power wireless 

sensor networks. Due to their ease of deployment and the multi-functionality of the 

sensor nodes, wireless sensor networks have been utilized for a variety of applications 

such as healthcare, target tracking, and environment monitoring. The main 

responsibility of the sensor nodes in each application is to sense the target area and 

transmit their collected information to the sink node for further operations. Most of 

the existing routing protocols in wireless sensor networks are designed based on the 

single-path routing strategy without considering the effects of various traffic load 

intensities. Multipath routing approach has been widely utilized for different network 

management purposes such as improving data transmission reliability, providing 

fault-tolerant routing congestion control and Quality of Service (QoS).  In wireless 
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sensor network there are various possible security threats encountered during data 

delivery. They are Compromised Node, Denial of service, Hello flood attack, 

Wormhole attack and Sybil attack.  Here detecting Sybil attack using OnDemand 

Distance Vector based algorithm. Wireless Sensor Networks, with the characteristics 

of low energy consumption, low cost, distributed and self organization, have brought 

a revolution to the information perception. The wireless sensor network is composed 

of hundreds of thousands of the sensor nodes that can sense conditions of surrounding 

environment such as illumination, humidity, and temperature. Each sensor node 

collects data such as illumination, humidity, and temperature of the area. Each sensor 

node is deployed and transmits data to base station (BS). The wireless sensor network 

can be applied to variable fields. For example, the wireless sensor network can be 

used to monitor at the hostile environments for the use of military applications, to 

detect forest fires for prevention of disasters, or to study the phenomenon of the 

typhoon for a variety of academic purposes. These sensor nodes can self organize to 

form a network and can communicate with each other using their wireless interfaces. 

Energy efficient self organization and initialization protocols are developed. Each 

node has transmitted power control and an Omni directional antenna, and therefore 

can adjust the area of coverage with its wireless transmission. Typically, sensor nodes 

collect audio, seismic, and other types of data and collaborate to perform a high-level 

task in a sensor web. For example, a sensor network can be used for detecting the 

presence of potential threats in a military conflict. Most of battery energy is consumed 

by receiving and transmitting data. If all sensor nodes transmit data directly to the BS, 

the furthest node from BS will die early. On the other hand, among sensor nodes 

transmitting data through multiple hops, node closest to the BS tends to die early, 

leaving some network areas completely unmonitored and causing network partition. 

In order to maximize the lifetime of WSN, it is necessary for communication 

protocols to prolong sensor nodes’ lifetime by minimizing transmission energy 

consumption, sending data via paths that can avoid sensor nodes with low energy and 

minimizing the total transmission power. The typical wireless sensor network is 

shown in Figure 1.1. 
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Figure: 1.1 Wireless Sensor Network 

Objective 
 To detect the Sybil attack in the mobile wireless sensor network. 

 To eliminate the Sybil nodes in the network. 

 To analyse the behaviour of the network in the presence of Sybil nodes and the 

behaviour of the network after eliminating Sybil nodes. 

Sensor Node and its Functional Units 
 

In WSN, every sensor node has capabilities of sensing, processing and 

communicating data to the required destination. The basic entities in sensor nodes are 

sensing unit, power unit, processing unit and communication unit and memory unit to 

perform operations are shown in Figure 2.2.  

A. Sensor 

Sensors play an important role in sensor networks by creating a connection between 

physical world and computation world. Sensor is a hardware device used to measure 

the change in physical condition of an area of interest and produce response to that 

change. Sensors sense the environment, collect data and convert it to fundamental 

data (current or voltage etc) before sending it for further processing. It converts the 

analogue data (sensed data from an environment) to digital data and then sends it to 

the microcontroller for further processing. There are different categories of sensors 

which are available and can be used depending on the nature of the intended 

operation. 

B. Memory Unit 

This unit of sensor node is used to store both the data and program code. In order to 

store data packets from neighbouring (other) nodes Read Only Memory (ROM) is 
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normally used and to store the program code, flash memory or Electrically Erasable 

Programmable Read Only Memory (EEPRM) is used. 

 

 
Figure 2.2: Basic Architecture of Sensor Node. 

C. Power Unit 

For computation and data transmission, the corresponding units in sensor node 

need power (energy). A node consist a power unit is responsible to deliver power to 

all its units. The basic power consumption at node is due to computation and 

transmission where transmission is the most expensive activity at sensor node in terms 

of power consumption. Mostly, sensor nodes are battery operated but it can also 

scavenge energy from the environment through solar cells. 

D. Processing Unit 

Sensor node has a microcontroller which consist a processing unit, memory, 

converters (analogue to digital) timer and Universal Asynchronous Receive and 

Transmit interfaces to do the processing tasks. This unit is responsible for data 

acquisition, processing incoming and outgoing information, implementing and 

adjusting routing information considering the performance conditions of the 

transmission.  

E. Radio Transmission Unit  

Senor nodes use radio frequencies or optical communication in order to achieve 
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networking. This task is managed by radio units in sensor nodes that use 

electromagnetic spectrum to convey the information to their destinations. Usually 

each sensor node transfers the data to other node or sinks directly or via multi hop 

routing. 

F. Applications 

Military Applications 

Environmental Applications 

Health Applications 

Home Application 

Fire alarm 

Seismic Detection 

Burglar alarm in museum 

Transport  

Medical 

System Architecture [13] 
System architecture is shown in Figure 3.1. The sensor nodes are usually 

scattered in a sensor field. Each of scattered sensor nodes has the capabilities to 

collect data and route data back to the sink and the end users. Data are routed back to 

the end user by a multi-hop infrastructure-less architecture through the base station or 

sink. The base station may communicate with the user node via Internet or Satellite 

After the initial deployment (typically ad hoc) sensor nodes are responsible for self-

organizing an appropriate network infrastructure, often with multi-hop connections 

between sensor nodes. The onboard sensors then start collecting acoustic, seismic, 

infrared or magnetic information about the environment, using either continuous or 

event driven working modes.  
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Figure 3.1: System Architecture 

 

Location and positioning information can also be obtained through the global 

positioning system or local positioning algorithms. The information can be gathered 

from across the network and appropriately processed to construct a global view of the 

monitoring phenomena or objects. 

The basic philosophy behind WSNs is that, while the capability of each individual 

sensor node is limited, the aggregate power of the entire network is sufficient for the 

required mission. 

Problem Statement 
 

Wireless sensor networks are becoming popular in the resent past due to the nature 

of functionality and application in critical areas of domain due to which secure 

information delivery in WSN is a major concern. Due to their deterministic nature the 

traditional multipath routing methods are at high risk to Sybil attack as a result, once 

the routing algorithm becomes known to the hacker then it can compute the same 

routes known to the source making all data sent over these routes vulnerable.   Sybil 

attack has caused too much threaten to wireless sensor network in routing, voting 

system, fair resource allocation, data aggregation and misbehaviour detection. Hence 

many methods are being proposed to detect and prevent Sybil attack in wireless 

sensor network. 

 

 



JIARM VOLUME 1           ISSUE 5             (JUNE 2013)       ISSN : 2320 – 5083 
 

155 
www.jiarm.com 

LITERATURE SURVEY 

G. Radio Resource Testing[12]  

Consider that a node wants to verify that none of its neighbours are Sybil 

identities. It can assign each of its neighbours a different channel to broadcast some 

message on. It can then choose a channel randomly on which to listen. If the 

neighbour that was assigned that channel is legitimate, it should hear the message 

Note that a malicious node not in the subset being tested can cover for a Sybil node 

that is being tested by transmitting on the channel that the Sybil node is supposed to 

be transmitting on [3].  

Drawbacks 

 The radio resource verification defence may be breakable with custom radio 

hardware. 

 Validation may be expensive in terms of energy 

A. Registration [12] 

One obvious way to prevent the Sybil attack is to perform identity registration. A 

difference between peer-to-peer networks and wireless sensor networks is that in 

wireless sensor networks, there may be a trusted central authority managing the 

network, and thus knowing deployed nodes. The central authority may also be able to 

disseminate that information securely to the network. . To detect Sybil attacks, an 

entity could poll the network and compare the results to the known deployment. To 

prevent the Sybil attack, any node could check the list of “known-good’’ identities to 

validate another node as legitimate. Registration is likely to be a good initial defence 

in many scenarios. 

Drawbacks 

 The list of known identities must be protected from being maliciously 

modified. 

 If the attacker is able to add identities to this list, he will be able to add Sybil 

nodes to the network.  

 Node registration requires human work in order to securely add nodes to the 

network, and requires a way to securely maintain and query the current known 

topology information. 

H. Position Verification[12]  

Another promising approach to defending against the Sybil attack is position 
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verification. Here we assume that the sensor network is immobile once deployed. In 

this approach, the network verifies the physical position of each node. Sybil nodes can 

be detected using this approach because they will appear to be at exactly the same 

position as the malicious node that generates them. By placing a limit on the density 

of the network, in-region verification can be used to tightly bind the number of Sybil 

identities that a malicious node can create.  

Drawbacks 

 Position verification can only put a bound on the number of Sybil nodes an 

attacker can generate unless it is able to very precisely verify node positions. 
 

Proposed Algorithm 
I. Algorithm for Member Nodes [6] 

Given one certain member node communicate exclusively with one node. Use the 

following detection method.  

 

Step1. Member node vi send detecting information to head node ui 

 

Step2. Head node ui compares the power value and RSSI value and judge weather vi 

is an abnormal node 

 

If Eq (1) and (2) are all correct, this node must be an abnormal one. Sybil attack took 

place definitely 

Step3. Head node ui releases the flooding message to inform the neighbour head node 

ui+1 i=1,2…. about the Sybil attack happened at node vi. Parameters for Detecting 

Sybil Attack are given in the table I. 
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Table 6.1 Parameters for Detecting Sybil Attack 

J. Simulation Results 

 

 
 

Figure 6.2 Initial Node Creation 
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Figure 6.3.Base Station is Selection 

 

 
 

Figure 6.4 Head Node Selection 
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Figure 6.5.Sybil Node Detection 

 

 
 

Figure 6.6 Displaying Head Nodes 

 

The number of nodes created is fifty and node 0 is the Base station is shown in Figure 

6.3. After topology verification by the base station by sending packets, the head nodes 

are selected which are nodes 3, 6,7,8,9,10,12,13 and 1 because they have receiving 

maximum packets are shown in Figure 6.4. Nodes 11, 14, 30, 35,36,38,40,45,47,49 

detected as Sybil nodes are shown in Figure 6.5 
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Figure 6.7 Displaying Sybil Nodes 
.  

CONCLUSION  

We discussed about WSN and basic architecture of sensor units.  A number of 

existing methodologies for the detection of Sybil attack are present and an algorithm 

is proposed for detection of Sybil attack in wireless sensor network. In this algorithm 

we will be finding the Sybil node in the network. 
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