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ABSTRACT 

          Nigeria national security has become a major concern in recent years, 

especially due to the increasing number of potential and real threat to national 

security, peace and order. The Paper therefore examines the legal roles of the 

Nigeria Aviation Sector in preventing and suppressing threat to national 

security, peace and order through its aviation security programmes. For the 

purpose of discussion, aviation security is divided into Airport and Aircraft 

security programmes, while the Airport security programmes deal with 

prevention and suppression of threat to national security within Airport and its 

surrounding, Aircraft security programmes deal with the screening and 

checking of passengers who are coming and going out of Nigeria. The paper 

further examines some challenges militating against proper implementation of 

Aviation security programmes in Nigeria. It concludes that failure to take 

adequate Aviation security measures or arrangement will lead to Trans-border 

insecurity. 

 

KEYWORDS:  Aviation, Nigeria, Security, Trans-Border, Regulators, Operators 

 

1.0 INTRODUCTION 

 Airport is a mini state within a particular state. Many business activities such 

as movement of people to and fro as well as within the airport, transportation of 

passenger, local and international, and exchange of trade and commerce take place at 

the airport, particularly commercial airport. Due to these activities, security measures 

are to be put in place to see to the smooth operation of the aviation business, since 

airport is designed to be a public place for the purpose of air transport of goods and 

passenger to and from Nigeria. 
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 Be that as it may, the airport regulators and operators are due to comply with 

International and National Security measures for the protection of lives and 

properties, not within the airport alone but inclusive of Nigeria as whole and 

international community in general. 

 The Nigerian government has for the purpose of maintaining national security 

at the airport, adopted certain international law and National regulations regulating the 

security at the airport. 

 This paper will therefore present a practical role of aviation sector in 

maintaining national security and trans-border movement through its aviation security 

measures designed by aviation regulators and implemented by the operators. 

 

2.0 AVIATION SECURITY REGULATORS AND OPERATOR 

2.1 Aviation Security Regulators 

 Aviation Security Regulators are International Civil Aviation Organisation1 

and in Nigeria, The Nigeria Civil Aviation Authority. 

2.1.1 International Civil Aviation Organisation  

International Civil Aviation Organisation is a United Nations specialised agency with 

the responsibility to administer the principles laid down in International Convention 

on Civil Aviation.2 The ICAO was created at the Convention on International Civil 

Aviation in Chicago on December 7, 1944. Its purpose is to “Secure International 

Cooperation and highest possible degree of uniformity in regulations and standards, 

procedures, and organisation regarding civil aviation matters”.3 

Pursuant to its purpose and article 37 of the Chicago Convention, the ICAO 

had adopted International Conventions for the purpose of maintaining International 

and National Security at the airport. These Conventions are the Tokyo Convention4, 

the Hague Convention5, Montreal Convention6 and in recent time, the 2010 Beijing 
Convention7. The examination of these Conventions is outside the scope of this paper. 

In addition to the Conventions is the ICAO Standards and Recommended 

Practices (SARPs) as Annexes to the Chicago Convention. The thrust of the Annexes 

is theoretical measures and directives on how airport operators are to carry out 

security measures within the airport perimeter for maintaining airport security. This is 

because airport and aircraft carry nationality of a particular country.8 
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The Annexes are numbered from 1-18. However, the relevant Annex relating 

to the role of Aviation sector in maintaining National Security is Annex 17.9 The 

purpose of this Annex is to recommend standard practices to be adopted by a 

particular ICAO member in screening and checking of passengers and their luggages 

and baggages as well as maintaining general security of the airport for the purpose of 

National Security. 

It should be noted that these International Conventions and Annexes are not 

sole effort of ICAO as a body; they are made and adopted by the joint efforts of the 

International Community of which Nigeria is a member.10  

 

2.1.2 Nigeria Civil Aviation Authority   

 Nigeria Civil Aviation Authority11 was established pursuant to the provision of 

Nigeria Civil Aviation Act.12 Among the functions of the Authority is to ensure safety 

of air transport and safeguarding aviation sector in general for maintaining national 

security.13 The authority is the representative of the Nigeria government in matters 

concerning aviation related issues both at National and International conferences. At 

International conferences, it has adopted some Conventions relating to aviation 

security, such as Tokyo, Hague, Montreal and Beijing on behalf of Nigeria 

government; while at the National level, it has made yielded efforts in regulating 

aviation sector in Nigeria by way of adoption of Civil Aviation Regulation 200914 and 

201215 for the smooth operation of air transport.16 It should be noted that all other 

aviation agencies are responsible to Nigeria Civil Aviation Authority. 

2.2 Aviation Security Operator 

 This is otherwise known as airport operator. The aviation security operator is 

the Federal Airport Authority of Nigeria17. The FAAN is established by the Federal 

Airport Authority Act18 to manage all airports and their equipment, safety of air 

navigation under which passengers and goods may be carried, prohibition of 

transportation of dangerous goods by air, and to produce adequate facilities and 

personnel for effective security at all airports.19 To further facilitate, and maintain 

national security, the Act empowers the Minister of Aviation, to give directive with 

regard to any matter concerning national security.20 

 The combined effect of Sections 3, 6 and 8 of the Federal Airport Authority 

Act is that the Federal Airport Authority of Nigeria has very important role in 

maintaining national security. The FAAN and NCAA are therefore responsible for 
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implementing various International Conventions, ICAO Standards and Recommended 
Practices and National Law as well as its Regulations in maintaining National Security. 

3.0 AIRPORT OPERATOR AND NATIONAL SECURITY 

 The airport operator, the FAAN is under obligation to implement all 

international laws, Standards and Recommended Practices on aviation security for the 

purpose of maintaining national security. Maintenance of national security at the 

airport is under the responsibility of Aviation Security Department.21 The AVSEC 

Department works in synergy with other security agencies at the airport as required by 

the FAAN. Other security agencies include the Nigerian Air Force22, the Nigerian 

Police Force23 and the Nigeria Security and Civil Defence Corps24; they therefore 

oblige to secure Airport and Aircraft respectively. 

The practical security arrangement in maintaining national security through 

the aviation sector is divided into Airport and Aircraft security. 

Airport and Aircraft bear nationality of a particular country where it is located 

and registered. Thus, insecurity of airport and aircraft means national insecurity. 

Therefore, it is very important to secure airport and aircraft for the purpose of 

maintaining national security. 

The Airport perimeter is divided into two viz Restricted and Non-restricted 

areas. A Non-restricted Areas are those that are generally accessible to the general 

public. Such areas include Administrative Offices, and car park. Restricted areas of 

the airport are those that are not generally accessible to the public. These areas 

include sterile areas,25 and aerodrome26. 

The airport and aircraft security arrangement is designed by the FAAN in 

collaboration with other Federal Government Security Agencies, such as the Nigerian 

Police Force, the Nigeria Security and Civil Defence Corps; and the Nigeria Air 

Force. The security arrangements include erection of physical barriers, security patrol 

of the airport, provision of fire service Unit; and screening of passengers, luggages 

and baggages. 

Physical barriers are erected around the airport perimeter to demarcate the 

airport boundaries. The barrier may be in form of concrete fencing or chain linking 

fencing.27 The security purpose of erection of physical barrier around the airport is to 

fence off the airport terminal from public access and for the smooth operation of 

airport business as well as maintaining aviation security as specified by ICAO Annex 

17 to Chicago Convention.28 
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Security patrol of the airport perimeter is another major step in securing 

aviation safety for the purpose of maintaining national security. The duty to patrol 

airport terminal is invariably vested in Nigeria Police29, Airport command. The 

purpose of security patrol of the airport is to safeguard the airport terminal, aircraft 

and air navigation facilities as well as maintaining security of life and property of 

passengers.30  

Another security arrangement for the purpose of maintaining national security 

through aviation sector is the provision for Fire Service Unit. The Fire Service Unit in 

collaboration with the Nigeria Civil Defence Corps provides Fire Service rescue 

mission in case of emergency at the Airport. This is done to protect the life and 

property within the airport perimeter.31 

The major security arrangement in the aviation sector is the screening of 

passengers, hand luggages and baggages. Screening is the physical inspection of 

passenger and hand luggage manually or technologically. The screening of passenger 

started in the early 70s as a way to prevent and suppress unlawful interference with 

civil aviation.32  

The screening of passengers and their luggages and baggages start at the 

Airport main entrance gate. This is conducted by the Nigeria Security and Civil 

Defence Corp in collaboration with AVSEC officer. The Corp shall question the 

passengers on the mission at the airport. They equally conduct screening by checking 

the boot of any vehicle due to enter the airport. According to the Civil Defence officer 

posted to Ilorin International Airport, Ilorin, Kwara State, Nigeria, the purpose of 

screening and checking of vehicle and people entering the airport is to detect 

prohibited items such as explosives, knife, guns and other prohibited items. He stated 

that the purpose of the general checking and screening is to safeguard the airport, 

aircraft and air navigational facilities.33 

Having passed through the entrance gate screening, the next stage is pre- 

boarding screening. Here, the passenger shall undergo Travel document verification. 

The Nigeria Immigration34 personnel check the validity of passengers Travel 

documentation, review their reasons for entering Nigeria and determine the visitor’s 

expected duration of stay. The purpose of verification of Travel document is to know 

the validity, authenticity and the duration of stay of the passengers, and at the same 

time to profile35 the information supplied by the passenger. It is therefore noticeable 

that the aim and objective of the verification is to safeguard national security through 
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detection of fake passport and false information that might have been provided by a 

passenger. 

The functions and duties of custom officer36 in aviation security cannot be 

over-emphasised. At the screening point, where they are due to check baggages and 

luggages for the purpose of detecting transportation of prohibited goods, and narcotic 

drugs. At the Muritala International Airport, Lagos, Nigeria, most baggages and 

luggages are checked and inspected through the X-ray machine. The purpose of 

baggage screening and checking is to detect whether passenger carries prohibited item 

that could endanger aircraft navigation. 

Having passed through baggage and luggage checking and inspection, the next 

stage is the screening of passenger. The AVSEC and Airline Security personnel are 

two agencies that conduct the physical screening of passenger. 

The AVSEC conduct its screening through Walk Through Detector Machine, 

Hand-Wand Detector; X-ray machine for hand luggages and physical inspection. 

The authors experienced the screening and checking procedure by the AVSEC 

at Muritala Muhammed International Airport, Lagos. The passenger is called by the 

AVSEC staff to remove outer attires and anything that may set off metal detector, 

such as Laptop, Belt, Hand phone, Coins, DVD players and any other metallic object. 

All these items are placed in a poly container and sent through the X-ray machine for 

inspection. Baggage or luggage that contains prohibited item or threat item is often 

checked physically using an Explosive Trace Detection Machine. If the bag contains 

apparent bomb, the suspected bag will then be kept in X-ray machine to further screen 

and prevent attempt by the owner to pull the bag away from the AVSEC officer. At 

this stage, the screener will then notify the law enforcement agent for further 

screening and interrogation of the owner.37   

Pre-boarding of passenger starts when the passenger is requested to walk 

through metal detector. Passenger who set off the detector’s alarm are asked to step 

aside until another search is conducted. A secondary search is conducted on suspected 

passenger through the use of Hand Wand or Pot-down metal detector after he might 

have removed the additional item that triggered the alarm. If such passenger passed 

the secondary screening, he will reunite with his luggage and be allowed to proceed to 

sterile area. However, if he failed, he will be handed to the law enforcement agent for 

further investigation and interrogation.38    
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This procedure is generally recognised throughout the world as it is in line 

with the ICAO’s standards and recommended practices relating to safeguarding 

International Civil Aviation against the acts of unlawful interference.39 

It is submitted that the purpose of this procedure is to detect the criminals from 

attacking the airport and aircraft which carry national flag of state of registration; and 

the safety of life and property of other passengers. The Airlines conduct the additional 

screening of passengers at the departure gate. The Airliner personnel questioned 

passenger on passport, Visa, Ticket and passenger’s mission in the country he is 

going. Rodney is of the opinion that doubts the efficiency of the first screening 
conducted by the Airport operator, since it is their responsibility to maintain aircraft security.  

4.0 CHALLENGES FACING AVIATION SECTOR IN NIGERIA 

 Many challenges are facing the Nigeria aviation sector. These challenges 

hinder proper implementation of aviation security programmes designed to protect 

both airport and aircraft in the interest of Nigeria. 

 Such challenges include: Interrupted power supply, inadequate funding, 

inadequate modern equipment, lack of technocrats in the field of aviation security, 

Poor Welfarism of Aviation Personnel and corruption. 

 The ICAO Standards and Recommend Practices require all Airports to be 

under illumination or floodlight all the time for security purpose.40 

 It is recommended that Apron Floodlighting should be provided on an apron, 

and on a designated isolated aircraft parking position, intended to be used at night and 

at the Aerodrome where it is deemed desirable for security reason.41 The practical 

purpose of this recommendation is to safeguard airport facilities and aircraft 

especially with the current insecurity situation in Nigeria where “Boko Haram” is 

causing damages than what could be imagined. It is therefore submitted that 

interrupted power supply in Nigeria Airport for example at Ilorin International Airport 

poses a big challenge to smooth implementation of aircraft and airport security. This 

ia a big challenge to the Nigerian government. 

 Another challenge is inadequate funding of Nigeria aviation sector. New 

modern tools for screening and checking of passengers are expensive. Some of these 

modern equipment are grossly inadequate due to lack of fund to purchase them. For 

instance at the Ilorin International Airport, only one Walk Through Metal Detector 

machine and Baggage X-ray machine are provided at the sterile area of the airport. In 

fact, none of these machines is available at the checking hall for the International 
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Passenger. This will considerably affect smooth and adequate operation of security 

programme of the airport operator. 

 In addition to the above challenges is corruption. Corruption has eaten deep 

into all the fabric of activities in Nigeria. Most aviation security officers are corrupt. 

Affected passenger relay experiences when travelling out of Nigeria. Some security 

officers allegedly demand for bribe to circumvent security procedure. The 

consequence of corrupt practices in aviation sector will therefore bring about breach 

of security programme and invariably result to insecurity of aviation sector, it is 

obviously bound to snowball into national insecurity, not only at the airport but the 

country at large. 

 

5.0 CONCLUSION AND RECOMMENDATIONS 

 The airport is undoubtedly a mini state within a particular state that deserves 

special security attention. This is because whenever there is insecurity at the airport it 
will result in loss of lives and properties thereby affecting the national security of Nigeria. 

 To maintain National Security, the FAAN, NCAA in collaboration with other 

security agencies should perform security functions and duties at the airport 

perimeter. Both the outgoing and incoming passengers are being screened in order to 

meet the security programmes designed by the ICAO as specified by the Nigeria 

Aviation regulator and operator. The screening programmes include but not limited to 

screening of passengers, hand luggage and baggages, while other security 

arrangements include Airport patrol, fencing and lighting to prevent trespasser from 

trespassing the airport perimeter. All these are provided for the security of airport and 

Nigerian as a whole. 

 In as much as these security programmes and procedures are desirable, certain 

challenges are hindering their success. Such challenges, as stated in the body of the 

paper, need to be addressed positively. The paper therefore recommends the following 

as solutions to the challenges hindering smooth operation of security programmes at 

the airport.  

Government should provide adequate fund to the aviation sector so that the 

sector will be able to purchase modern aviation security equipment in accordance with 

ICAO standards and recommend practices. 

An improved staff welfarism should be designed to stem corruption within the 

security agencies at the airport. Adequate remuneration and conducive work 
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environment should be provided by the relevant agencies and government.Provision 

of independent power supply to the airport is desirable for proper illumination of the 

airport and aircraft areas. This will further improve security of airport, lives and 

properties.    
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