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Abstract 

 An Embedded Web Server (EWS) is a Web server which runs on an embedded 

system with limited computing resources to serve embedded Web documents to a Web 

browser. The designed server hosts a small web page, which is served with the dynamic data 

upon the client http request. Through CGI technology, functions of dynamic Web page will 

be realized to perform interactive task with server. Catching pages in memory is an advantage 

for static and dynamic pages hence the Web pages are stored in the external SPI Flash 

memory SST25VF010A. A stand-alone ENC28J60 Ethernet controller is used as an Ethernet 

network interface for the microcontroller Hence, TCP/IP stack which is compatible with 

hardware is to be constructed. The TCP/IP stack includes ARP, TCP protocol stack and 

HTTP service. The TCP/IP stack is configured using Embedded C in MPLAB IDE. Web 

server will be referenced to by its IP address in the browser, it will be connected either to a 

DHCP (Dynamic Host Configuration Protocol) enabled router or directly to the internet so a 

DHCP implementation is required for the web server to obtain its IP address. 
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I. Introduction  
 

With the rapid development of modern communication technology, Web technology 

has been widely used. It is very rapidly penetrating many social and business areas. 

Embedded systems are specialized computer systems designed and optimized to perform a 

particular task. Usually they are a part of a larger system or a machine. Modern embedded 

systems are able to connect to the internet and can be remotely maintained and diagnosed. 

M2M (Machine to machine) communication is growing with a considerable rate. The 

possibility to connect two or more embedded systems enables developers to build more 

powerful distributed systems such as networked embedded systems [6]. 

A web server is a computer program that implements HTTP protocol. It accepts 

HTTP requests from clients like web browsers and serves HTTP responses which are usually 

HTML pages with linked objects. There are many web servers available, and a number of 

them are free, like Apache, AOL, and Roxen. Internet Information Services, Sun Java System 

web Server are some of the most common commercial web servers. Some web servers can 
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run on almost any operating system while others are platform specific. The general purpose 

web servers are intended to run on powerful server computers, workstations or personal 

computers and support a number of advanced features. On the other hand, web servers for 

embedded systems have limited resources and offer only a set of required features. 

Web Server used for hosting a corporate webpage should have the capability to 

handle more traffic. The aim of this work is to neither hosting a corporate web pages nor 

handling much traffic. The embedded web server technology is the combination of embedded 

device and Internet technology. This work introduces the design and development of Web 

server based on PIC32MX575F512L processor and ENC28J60 Ethernet controller chip. 

In various internet application based on client/server architecture, it is better to use 

embedded web server other than PC server for decreasing volume, cost and power 

consumption. Since the general purpose web server composes of an operating system, web 

pages or web applications and a huge amount of memory and sometimes a special hardware 

with large amount of complexity. 

 

II. SYSTEM OF REQUIREMENTS  

The general purpose web servers are intended to run on powerful server computers, 

workstations or personal computers and support a number of advanced features. On the other 

hand, web servers for embedded systems have limited resources and offer only a set of 

required features. Embedded Web Servers have different requirements, such as low resource 

utility, high reliability, security and portability, as compared with general Web server 

technologies [4]. Hence, the embedded system web server requirements are very important. 

 

Important Requirements of an embedded web server are: 

• Non-volatile memory to hold pages to be served.  

• Support for TCP and IP: Requests for Web pages and the pages sent in 

response travel in the data portion of TCP segments.  

• Support for HTTP: The server must be able to understand and respond to 

receive requests for Web pages. The HTTP standard specifies the format for 

the requests and replies.  

• A local-network or Internet connection: To serve pages on the Internet, the 

Web server must have an Internet connection which is provided by Ethernet 

Controller.  
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• One or more pages to serve. The Web pages are files or blocks of text that use 

a form of encoding called hypertext markup language (HTML). The HTML 

encoding specifies the formatting of text and images on the page, including 

text size and fonts and the positioning of text and other elements on the page. 

The HTML code may include links to images that appear on the page, as well 

as links to other pages or resources. In serving a Web page with dynamic 

content, the software must have a way of inserting the dynamic content as the 

page is being served. 

• Support for a modified Common Gateway Interface (CGI) to invoke 

predefined functions from within the remote browser 

• Support for dynamic web page content generation 

• MPFS2 Utility: It packages web pages into a format for efficient storage in an 

embedded system. It is a graphical application for PCs that can generate 

MPFS2 images for storage in external storage or internal Flash program 

memory. When used to build MPFS2 images, the MPFS2 Utility also indexes 

the dynamic variables found. Finally, when developing an application that 

uses external storage, the MPFS2 Utility can upload images to the external 

MPFS2 Utility storage device using the upload functionality built into the 

HTTP2 web server or FTP server. 

III.  DESIGN  

A. BLOCK DIAGRAM  

A  web  server  is  a  system  which  hosts  a  web  site  and provides services for any 

requesting clients. Figure 1 Shows the basic block diagram of embedded web serevr. 

 

 
 
 
 
 
 
 
 
 
 
 

Figure 1 Block Diagram of Embedded Web Server 
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The SLIP interface for a serial connection. The latter is extremely lossy and unreliable, 

therefore Ethernet controller is chosen for this project. So, ENC28J60 Ethernet controller 

chip is chosen for this project. It is a 28-pin, 10BASE-T standalone Ethernet Controller with 

an on board MAC & PHY, 8 Kbytes of Buffer RAM and an SPI serial interface. With a small 

foot print package size the ENC28J60 minimizes complexity, board space and cost. 

"Magjack" which have integrated magnetics and optionally integrated LED’s is used. The 

Ethernet controller works by receiving only packets destined to its MAC address (which is 

defined by the microcontroller) and sending it to the microcontroller. For the sending of 

packets, it stores the data in the buffer and employs the use of collision detection to determine 

when to send. 

The standard RJ-45 connector is used for interfacing the Ethernet controller with a 

PC. When a request is made from the web browser it is transferred as raw bits through the 

Ethernet lines and is then fetched by the Ethernet Controller. The Ethernet Controller then 

passes this information to PIC32MX575F512L Microcontroller. The program running on the 

microcontroller then decodes the request and performs the required operation. 

A web server provides access to the end devices for the client by uploading web pages 

as per the client request. The web pages are stored in SPI Serial Flash SST25VF010A.When 

the configured IP address is enter in the web browser, the predesigned HTML web pages gets 

displayed to the client. The heart of communication is TCP/IP protocol. Network 

communication is performed by the IEEE802.3 Ethernet standard. A Web browser based 

interface (client) on Personal Computer (PC) is used to communicate with the microcontroller 

board using HTTP through TCP/IP protocol. The System Diagram of Embedded Web Server 

is shown in figure 2. The client PC is connected to the Internet through a browser and then 

gets access to the embedded Web server. 















Figure 2 System Diagram of Embedded Web Server 
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PIC runs the code responsible for the Web server and Ethernet controller offers the physical 

connection to the Internet using Transmission Control Protocol/Internet Protocol (TCP/IP) 

stack. Embedded Web Server uses PIC32MX575F512L since it is a 32 bit high performance 

microcontroller and it gives application the processing power, memory and peripherals that 

the design needs. There are several ways to connect the microcontroller to the internet, two of 

which include using an Ethernet controller and using Figure 2 System Diagram of Embedded 

Web Server 

B.  HARDWARE 

The main hardware components of this work are PIC32MX575F512L and ENC28J60 

PIC32 employs the M4K 32-bit core from MIPS Technologies. The M4K is a Harvard 

architecture based core. It contains separate Instruction and Data busses connected to the Bus 

Matrix. PIC32 uses a 128-bit wide Flash memory. Such a wide memory path is specifically 

designed to increase the instruction throughput and improve overall CPU performance. To 

further enhance the performance, the PIC32 employs a 128-bit Prefetch Cache module. This 

module can be programmed to look ahead and prefetch the next 128-bits of instructions and 

store them in an on-chip cache memory. 

ENC28J60 is a standalone IEEE 802.3 compatible Ethernet controller with MAC and 10 

Base-T PHY. It has 8KB of configurable transmit / receive buffer with SPI interface. It is 

world’s smallest Ethernet controller being offered in 28 pins. It Supports One 10Base-T Port 

with Automatic Polarity Detection and Correction. 

Figure 3 shows Typical ENC28J60-Based Interface. Here only five lines are required to 

interface the Microcontroller with the ENC28J60. Whenever a data packet is received by 

ENC28J60 it sends an interrupt to the Microcontroller. Based upon the timing of the interrupt 

the main program checks the packet received and check to which protocol it belong. Based on 

that, appropriate handling is done. 

Communication with host controller is implemented via an interrupt pin and the SPI, with 

clock rate of up to 20MHz. Two dedicated pins are used for LED link and network activity 

indication. With the ENC28J60, two pulse transformer and a few passive components are all 

that are required to connect microcontroller to an Ethernet network. 
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Figure 3 Typical ENC28J60-Based Interface 
 
An integrated Magnetics RJ-45 Jack is used. It includes the required Pulse Magnetics. 

Generally a pulse transformer is used in conjunction with the RJ 45 jack to maintain the input 

pulse waveform and power while transforming the source impedance to a value 

approximating the load impedance. The use of Integrated Magnetics RJ-45 Jack excludes the 

overhead of using Pulse Transformer in the Circuit. Highly-integrated USB-to-UART Bridge 

Controller, CP2102 is used. It provides a simple solution for updating RS-232 designs to 

USB using a minimum of components and PCB space.1 Mbit SPI Serial Flash memory, 

SST25VF010A is used to store HTML web pages. General Purpose Parallel I/O Expansion 

for I2C Bus is provided by MCP23009. 

C.  EMBEDDED WEB SERVER PROCESS 
 

The Embedded web server is modelled as a finite state machine which processes an HTTP 

request as a sequence of discrete steps. It is shown in Figure 4. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
                                      
                                          Figure 4 Process Structure 

For multiple connections in a single thread environment, multiple finite state machines are 

run by a scheduling system that uses a lightweight task structure, which consists of a pointer 

to the function being run, a variable holding the state in the finite state machine, and a flag 

indicating whether the finite state machine can be run or blocked. The scheduling system 
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allocates an available finite state machine for an accepted connection, checks each finite state 

machine to see if it is blocked or runable and moves the finite state machine one step if it is 

runable. Each state in a finite state machine can check for the presence of data that is ready to 

be processed at the entry point; if none is ready, the finite state machine can block itself until 

data arrives. When data becomes available at the entry point, the finite state machine can then 

be unblocked so its handler can perform the task of state, and turn over the result to the next 

state by changing the state flag and pointer to the handler. 

D. .TCP/IP STACK 
In order to serve wide range of application requirements while keeping the size compact, 

an embedded system implements five basic protocols of the TCP/IP protocol suite: TCP, 

UDP, IP, ICMP and ARP. Moreover, application level protocols DHCP, DNS and HTTP is 

also implemented. Users can interact with server by requesting to an embedded web server. 

The form data is processed by a CGI script and the results are returned back to the user as an 

HTML page. 

 

IV. CONCLUSION AND FUTURE WORK 
The methodology for the design and development of ‘Embedded Web Server using 

PIC Controller is presented. . In this work, the hardware and software architecture required 

for embedded web server is analysed. Processor, memory, interface requirements and 

software development tools are defined. The key areas associated with a simple embedded 

Web server design and implementation, such as typical microcontroller hardware and its 

constraints, the network protocols needed for a Web server and the implementation 

techniques to minimize resource usage were presented. While the capabilities of the 

embedded webserver are nowhere near that of a regular server computer, its small size and 

relatively low cost makes it more practical for some applications. This work can be further 

developed to provide interfacing with SD/MMC cards or an IDE hard disk, so that a user can 

also upload files onto this web server through the web page interface. In a similar way the 

Microcontroller can be interfaced with a Camera and can be used for Remote Surveillance 

through web page. 
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