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ABSTRACT 

A VPN is a Virtual private network in the sense that it carries controlled 

information, protected by various security mechanisms, between known parties. In 

this data actually travels over shared public networks instead of fully dedicated 

private connections. The data across the VPN are send in the shortest path using K-

shortest path algorithm in multipath travel over the network with increased bandwidth 

and improved security.  We propose a new algorithm called Energy Efficient Packet 

scheduling schema with routing to reduce the congestion in information transfer 

among the VPN nodes. In the existing routing management scheme congestion is 

prevailed among the network nodes while some others remain free As a consequence, 

the new routing management scheme is proposed using On Time Scheduling 

Algorithm (OTA). OTA puts higher priority on some links identified based on 

Threshold, because this improves the QoS in VPN. Thus the simulated output is 

compared with the existing algorithms        

KEYWORDS: Qos, Packet Scheduling, Shortest Path, OTA, Routing Management. 

 

I  INTRODUCTION 

       A virtual private network (VPN) is a network that uses a public telecommunication 

infrastructure, such as the internet to provide remote offices or individual users with 

network. It aims to avoid an expensive system of owned or leased lines that can be 

used by only one organization. The goal of a VPN is to provide the organization with 

the same secure capabilities but at a much lower cost. [1] 

 In the Virtual Private Network the node interchange data packets among them 

through a proper tunnel in a shortest path and the packets being routed should have 
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efficient energy (BW) and minimal data loss with effective transmission. The figure 

1.1 shows the sample of virtual private network.  

 

                                                    Figure: 1.1 VPN network 
 

1.1 New scheduling Algorithm:  

Energy efficient packet scheduling allows the introduction of a procedure by 

which the packet delay of heavily loaded routers are altered dynamically according to 

different classes of traffic (voice, video and data), since each class has different QoS 

requirements. This is achieved by using VPN endpoints on the routers initiating the 

reconfiguration of delay. This procedure is called energy efficient packet scheduling. 

One such energy efficient packet scheduling is On-Time A survey of Energy Efficient 

packet-scheduling schemes of active and programmable networks shows that projects 

such as tempest, based on switchlets[6] and spawning networks[7], based on routelets, 

use static scheduling mechanisms. Figure 1.2 shows the packet transfer among two 

VPN nodes 

One of these well-known scheduling schemes is priority scheduling. There are 

certain problems with priority scheduling. First, it allocates a fixed amount of 

bandwidth over a defined time scale to the sessions over the routers spanning the 

VPN, that is, the assignment of weights to any queue within a scheduler or across a 

number of schedulers is essentially static, which leads to bandwidth bottlenecks at the 

output link of routers for the sessions joining the queues of a router from other 

sections of the network. Secondly, there is no provision for intelligent load 

management in this scheme, which results in higher end-to-end delays for the services 

and wastage of bandwidth.  
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This is because different routers in the network are loaded with different 

traffic loads. For example, if a router in the core network supporting the VPN is 

heavily loaded and the upstream routers are lightly loaded, then this can lead to 

wastage of bandwidth and higher end-to-end delays. This research presents and 

describes Energy Efficient packet scheduling and compares its performance with 

priority scheduling [8] by presenting a simulation example scheduling where the 

delay of the packet transmitted are adjusted to minimize the packet loss[5]. 

 Figure:1.2 packet transfer in Virtual private network                                           

 

Figure 1.2 packet transfers in VPN 

2. On Time Scheduling Algorithm (Proposed schema) 

Each VPN in the active router environment contains two types of agents on 

the active routers and queue agents and control agents [9]. VPN endpoints control a 

delay of sessions according to the maximum and minimum delay bounds specified by 

the clients. Control agents control the end-to-end delay of a VPN by monitoring the 

delay of a session on a routing path. However the OT scheduling one such energy 

efficient packet scheduling algorithm, here proposed does not require any control at 

the VPN endpoints. In Fig. 3.1 we adjust the delay of the packets routed and is 

calculated based on the current time(OT) and transmitted to meet the QoS parameters 

[10]. The calculation part is mentioned below 

1. Compute the maxflow values for all nodes n in path P 

 2. Compute the bandwidth and threshold values 

 3. Eliminate all links Ln which have residual bandwidth Rbw and form a reduced 

network Rn.  

Rbw = ∑ (Ln) - ∑ (Rn) 
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4. Using K-shortest path algorithm compute the shortest path in the reduced network 

using bandwidth of channel and delay values   

K-path P = Edge E(i,j,0) = Eij(∑ n(i,j), L(ni,nj)) 

Where the cost                           C(i,j) = ∑ n(i,j) € Rbw 

When the Packet transmission Time Pt ≥ Packet Dtime Dtime    Dtime - Pt ≈ On 

Time OTtime and the remaining Sktim is added to previous Transmission Time Tt,  if 

there is any delay in packets at the rate = 3ms then the packet are removed and 

retransmitted at the end and the packet Count is incremented. The delay adjustment is 

to minimize the packet loss effectively. Figure2.1. Shows the On-Time algorithm 

basework. 

                          Figure 2.1 packets transfer among VPN nodes based on ON-TIME 

3. Simulation Model: 

3.1 Topology Generation: 

The simulation environment need to be simulated is efficient with packet 

routing among the routers and switches taken to be the VPN endpoints. The shortest 

path among the source and destination endpoint is found out and is made as the path 

for the routing. The minimal cost of the path with the delay adjustment and the 

bandwidth guaranteed transmission improves the QoS within VPN. 
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Figure 3.1.1 shows the simulated output among 40 nodes using NS2 simulator 

with K-shortest path with scheduled path 

In The transit stub model includes the root nodes with transit stub edges and 

includes a prescribed link to the corresponding nodes. In this model, nodes which 

represent routers on the network are organized into collections of nodes. Nodes are 

any tine interconnected within the domain, but rarely connect to nodes outside of the 

domain. They are then classified into two types: transit domains and stub domains. 

Nodes in a stub domain are typically end nodes in network flow-network traffic either 

originates at or is destined for a node in a stub domain.  

We can also generate the topology based on the above model with more than 

1000 nodes based on bandwidth and minimal delay factors. 

3.2 Comparative study  

The above sample in NS2 generated VPN with 1500 nodes Packets(P) are to be routed 

and the transmission time is set based on the link capacity. The delay is altered 

dynamically so that the efficiency is improved. The figure3.2.1 and 3.2.2shows the 

comparative graph based on the performance of the ON-TIME and other scheduling 

algorithm and the K-shortest path algorithm with BFS. The table 3.2.1 and 3.2.2 

shows efficiency of the node based on the bandwidth and the maximum amount of 

packet transferred respectively and the cost compute based on shortestPath.  
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Figure 3.2.1 shows the comparative graph of On-Time Algorithm and Priority 

scheduling 

 

Figure3.2.2shows the comparative graph on On-Time scheduling algorithm vs 

priorityscheduling     

 
 

Nodes Max. packet Link BW Efficiency in  % 
1-80 30 423 82 
75-235 50 256 85 
389-589 25 178 75 
418-992 75 467 90 

Table 3.2.1 shows the node efficiency based on the maximum 

Algorithm Cost Nodes Efficiency in (%) 
K-SPA 950 200 86 
BFS 650 
K-SPA  1200 900 95 
BFS 1000 
     Table 3.2.2 shows the node efficiency on the cost of edges 
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4. Network Performance: 

The network throughput shows total network throughput based the total 

packets transmitted via various nodes with maximum packets transmitted based on the 

time slot with shortest path computed based on BFS vs. K-shortest path in the VPN 

network as given in   

figure.1_and_4.2.

Figure 4.1. shows the network throughput based on BFS 

Figure 4.2 shows the network throughput based on K-shortest path and ON-

TIME. 

5.  CONCLUSIONS AND FUTURE WORK: 

              The authors have presented a new scheduling scheme called Least Slack 

Time scheduling. Virtual private networks consisting of active routers have been 

implemented in NS2. Active routers reconfigure the delays of packet routing in their 

shortest path. The results have shown that the active routers offer better performance 

in terms of end-to-end delay and cost. In future there are still a number of issues 

relating to VPN routing. For example: (1) The problem of fitting failure of lowest cost 

path based on restoration and increasing number of nodes to >1500 (2) Provisioning 

for the Asymmetric VPN nodes in active routers. 
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